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The 5 things required for internet traffic

1. Public IP address

2. Internet gateway attached to a VPC

3. Route to an internet gateway

4. Network access control list (ACL) allow rule

5. Security group allow rule



Public IP addresses for your instances

• Auto-assign public IP addresses

• Elastic IP addresses 

• Amazon Elastic IP address pool

• Bring Your Own IP (BYOIP) pool
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Gateways, endpoints, and peering
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Network security

• Network ACLs

• Security groups

• VPC flow logs

• Amazon VPC Traffic Mirroring
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VPC flow logs

• Amazon CloudWatch Logs or Amazon S3

• Does not impact throughput or latency

• Apply to VPC, subnet, or elastic 
network interface

• Accepted, rejected, or all traffic



Amazon VPC Traffic Mirroring

• Mirror to another elastic network interface or Network Load Balancer 
with UDP listener

• Packet copy – shares interface bandwidth

• Traffic mirror filters to define interesting traffic

• Traffic mirror session is the combination of source, target, and filter

Filter 1
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Connecting between VPCs
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VPC peering – Things to know

• Can reference security groups from the peer VPC in the same region

• Can enable DNS hostname resolution to return private IP addresses

• Can peer for both IPv4 and IPv6 addresses

• Cannot have overlapping IP addresses

• Cannot have multiple peers between the same pair of VPCs

• Cannot use jumbo frames across inter-region VPC peering
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AWS Direct Connect – Physical connection
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AWS Direct Connect – Interface types

• Private VIF – used to connect to Amazon VPCs using private IP 
addresses; directly or via Direct Connect gateway

• Transit VIF – used to connect to AWS transit gateways via Direct 
Connect gateway

• Public VIF – used to access all AWS public services using public 
IP addresses

All virtual interfaces are 802.1Q VLANs with BGP peering
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AWS Direct Connect – Public VIF
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Interconnecting VPCs at scale – VPC peering
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Multiple VPCs access models – AWS Transit Gateway 
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Gateway VPC endpoints
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What’s new since re:Invent 2019?

• Amazon VPC Ingress Routing – AWS CloudFormation support

• AWS Transit Gateway 

• Inter-region peering 

• Multicast support

• Additional regions

• Amazon VPC Flow Logs now supports 1-minute aggregation intervals



Thank you!
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